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Data integrity is fundamental in a pharmaceutical quality system which ensures that
medicines are of the required quality. This document provides MHRA guidance on GMP
data integrity expectations for the pharmaceutical industry. This guidance is

intended to complement existing EU GMP relating to active substances and dosage forms,
and should be read in conjunction with national medicines legislation and the GMP
standards published in Eudralex volume 4.
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The data governance system should be integral to the pharmaceutical quality system described
in EU GMP chapter 1. The effort and resource assigned to data governance should be
commensurate with the risk to product quality, and should also be balanced with other
quality assurance resource demands. As such, manufacturers and analytical laboratories are
not expected to implement a forensic approach to data checking on a routine basis, but
instead design and operate a system which provides an acceptable state of control based on
the data integrity risk, and which is fully documented with supporting rationale
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Data integrity requirements apply equally to manual (paper) and electronic data.
Manufacturers and analytical laboratories should be aware that reverting from automated /
computerised to manual / paper—based systems will not in itself remove the need for data
integrity controls. This may also constitute a failure to comply with Article 23 of Directive
2001/83/EC, which requires an authorisation holder to take account of scientific and
technical progress and enable the medicinal product to be manufactured and checked by means
of generally accepted scientific methods.
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Throughout this guidance, associated definitions are shown as hyperlinks.
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Establishing data criticality and inherent integrity risk:
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In addition to an overarching data governance system, which should include relevant policies
and staff training in the importance of data integrity, consideration should be given to
the organisational (e.g. procedures) and technical (e.g. computer system access) controls
applied to different areas of the quality system. The degree of effort and resource
applied to the organisational and technical control of data lifecycle elements should be
commensurate with its criticality in terms of impact to product quality attributes.

PALEE— D SR B AR RRANE R, BIR RS 10 B 58 B 4 50 5 E A L 7 BT AN I,
I NL1Z 7 REAE AR Ao B A 2 TR P AL P i T2 B (Ui ERE /) ANEORIZHIF B (it LR S

Medicines and Healthcare
Products Regulatory Agency




., o'o °
Data Integrity Definitions and Expectations Revision 1.1 2 ': o.:’ MHRA
HEse Bt e L 5HE March 2015 00000,

Regqulating Medicines and Medical Devices

VIR ) o ot A= i 0T H 45 T 2K (R ZEL UM ) A RN R R TR s O R FEE R BN IR 00, B 5 i 8
Rj‘ﬁuu}%fs’eﬂﬁﬁﬁﬂﬁﬁf“ﬁﬁﬁf

Data may be generated by (i) a paper—based record of a manual observation, or (ii) in terms
of equipment, a spectrum of simple machines through to complex highly configurable
computerised systems. The inherent risks to data integrity may differ depending upon the
degree to which data (or the system generating or using the data) can be configured, and
therefore potentially manipulated (see figure 1)
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Figure 1: Diagram to illustrate the spectrum of simple machine (left) to complex
computerised system (right), and relevance of printouts as ‘original data’
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With reference to figure 1 above, simple systems (such as pH meters and balances) may only
require calibration, whereas complex systems require ‘validation for intended purpose’
Validation effort increases from left to right in the diagram above. However, it is common
for companies to overlook systems of apparent lower complexity. Within these systems it may
be possible to manipulate data

or repeat testing to achieve a desired outcome with limited opportunity of detection (e.g.
stand-alone systems with a user configurable output such as FT-IR, UV spectrophotometers).
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Designing systems to assure data quality and integrity
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Systems should be designed in a way that encourages compliance with the principles of data
integrity. Examples include:
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e Access to clocks for recording timed events
X0 57 A I 18] [ T IR 2 2R AT A PR 2 1
. Accessibility of batch records at locations where activities take place so that ad hoc
data recording and later transcription to official records is not necessary
PRI E A I, 8 S AN EE P ]S B s AR S R A O E Al sk
e Control over blank paper templates for data recording
Xt - EE 10 % B 4R 2 B AT 4
» User access rights which prevent (or audit trail) data amendments
F P BURE I ARG 1L (B THEER) a5k
« Automated data capture or printers attached to equipment such as balances
K s B 3R T NECRHT ENHLIE R B+, BlanR-F
e Proximity of printers to relevant activities
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e Access to sampling points (e.g. for water systems)
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e Access to raw data for staff performing data checking activities.
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The use of scribes to record activity on behalf of another operator should be considered
‘exceptional’ , and only take place where:
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The act of recording places the product or activity at risk e.g. documenting line
interventions by sterile operators.
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* To accommodate cultural or staff literacy / language limitations, for instance where an

activity is performed by an operator, but witnessed and recorded by a Supervisor or
Officer.
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In both situations, the supervisory recording must be contemporaneous with the task being
performed, and must identify both the person performing the observed task and the person
completing the record. The person performing the observed task should countersign the record
wherever possible, although it is accepted that this countersigning step will be
retrospective. The process for supervisory (scribe) documentation completion should be
described in an approved procedure, which should also specify the activities to which the
process applies.
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Term Definition Expectation / guidance (where relevant)
RiE EX HARER/$8 RN
Data Information derived or obtained from raw data Data must be:
e F JER 4 2 0 4 A AR 45 B AT A LR SR
(e.g. a reported analytical result)
(BN & 1 b 4s R) A - attributable to the person generating the data
B T 2 A e AR
— legible and permanent
ELIBIESN
C — contemporaneous
[+
O — original (or ‘true copy’)
WItG (BRI R4
A — accurate
HEH
Raw data Original records and documentation, retained in the Raw data must:
R BE format in which they were originally generated (i.e. paper Ji 4 i 6 2

or electronic), or as a ‘true copy’. Raw data must be
contemporaneously and accurately recorded by
permanent means. In the case of basic electronic
equipment which does not store electronic data, or
provides only a printed data output (e.g. balance or pH
meter), the printout constitutes the raw data.
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-« Belegible and accessible throughout the data lifecycle.
TEHEAS B 2 i i S35 5 o IS5 WA PT 9  BE % A 3R
- Permit the full reconstruction of the activities resulting in the

generation of the data
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In the following definitions, the term 'data’ includes raw data.
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Metadata is data that describe the attributes of other data,
and provide context and meaning. Typically, these are
data that describe the structure, data elements, inter-
relationships and other characteristics of data. It also
permits data to be attributable to an individual.

il

TRHE R L eI R, IR SEE
S EdE. 8, JoldE M TR BdEai, Bl
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Example: data (bold text)
35
and metadata, giving context and meaning, (italic text) are:
sodium chloride batch 1234, 3.5mg. J Smith 01/07/14
fln. i GBI
3.5
BefE E *né\j(!

HLEAR 4t T 25545 B i
S 1234, 3.5mg. J Smith 01/07/14

Metadata forms an integral part of the original record.
Without metadata, the data has no meaning.
TCHHE SVIIRIC AT 7, R oBdE, WHZEE 2T

Data Integrity
Him w8

The extent to which all data are complete, consistent and

accurate throughout the data lifecycle.

Kt 50 BV 1) Y 0 55 P A A A SO A i S Y 4
T, — SRR T R .

Data integrity arrangements must ensure that the accuracy,
completeness, content and meaning of data is retained
throughout the data lifecycle.

B T T 1) B Z0ULE B AN B A o R R CR RS M
i, 4, VARNEME L.

Data governance

HmEE

The sum total of arrangements to ensure that data,
irrespective of the format in which it is generated, is
recorded, processed, retained and used to ensure a

complete, consistent and accurate record throughout
the data lifecycle.
BT 205 BB ARG AR ipg a0, sy, AbB

A, REAEAR T, XL Em iR 7R B A
W RE P E R e — SRR I

Data governance should address data ownership throughout the
lifecycle, and consider the design, operation and monitoring of
processes / systems in order to comply with the principles of data
integrity including control over intentional and unintentional changes
to information.

Hot 8 T S e SR AR A A A T R R R, IR R &R
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Data Governance systems should include staff training in the
importance of data integrity principles and the creation of a working
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environment that encourages an open reporting culture for errors,
omissions and aberrant results.
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Senior management is responsible for the implementation of systems
and procedures to minimise the potential risk to data integrity, and for
identifying the residual risk, using the principles of ICH Q9. Contract
Givers should perform a similar review as part of their vendor
assurance programme

R PRI BN A7 57 R GEAIAURE R St DARRAIGIE £ I K08 e 48 XU
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Data Lifecycle

Yo A A 39

All phases in the life of the data (including raw data)
from initial generation and recording through processing
(including transformation or migration), use, data
retention, archive / retrieval and destruction.

Bl (B R A Hde) 2B An IS B, B s S i )
A RRATE . AbE (RIEREALER) | . HdE{R
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The procedures for destruction of data should consider data criticality
and legislative retention requirements. Archival arrangements should
be in place for long term retention (in some cases, periods up to 30
years) for records such as batch documents, marketing authorisation
application data, traceability data for human-derived starting
materials (not an exhaustive list). Additionally, at least 2 years of data
must be retrievable in a timely manner for the purposes of regulatory
inspection
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Primary Record

FH LR

The record which takes primacy in cases where data
collected or retained concurrently by more than one
method fail to concur.

R 2 T — M5 R AP WO B OR B R e A A A — B
AL AR EHIWK

In situations where the same information is recorded concurrently by
more than one system, the data owner should define which system
generates and retains the primary record, in case of discrepancy. The
‘primary record’ attribute should be defined in the quality system, and
should not be changed on a case by case basis.
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Risk management principles should be used to ensure that the
assigned ‘primary record’ provides the greatest accuracy,
completeness, content and meaning. For instance, it is not
appropriate for low-resolution or static (printed / manual) data to be
designated as a primary record in preference to high resolution or
dynamic (electronic) data. All data should be considered when
performing a risk based investigation into data anomalies (e.g. out of
specification results)
873z FY DR 7 BRI PR A i 2 “ B EIC S BIE AR I KA L
ORFFHAERATE, sEatE. MNEEE . Flan: K0P s n
FTEMNTAC ) Bditde Tan iR aizhds (1) HeRditER
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Original record / True
Copy:

HHiLF/ EFREIA

Original record: Data as the file or format in which it
was originally generated, preserving the integrity (accuracy,
completeness, content and meaning) of the record, e.g.
original paper record of manual observation, or electronic
raw data file from a computerised system

WIEaIC s BAEAE NSO AT AR AR g 20, 4ERRC I
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True Copy: An exact verified copy of an original record.

IEWIIEIA: 20N 5 HIIR 103 578 4 R A S 4

Data may be static (e.g. a ‘fixed’ record such as paper or
pdf) or dynamic (e.g. an electronic record which the user /
reviewer can interact with).

Original records and true copies must preserve the integrity
(accuracy, completeness, content and meaning) of the record. Exact
(true) copies of original records may be retained in place of the
original record (e.g. scan of a paper record), provided that a
documented system is in place to verify and record the integrity of the
copy.

WAL ANER B A DL AERF LRI e Ve CHERITE . e tE. WA
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TEAEE

It is conceivable for raw data generated by electronic means to be
retained in an acceptable paper or pdf format, where it can be justified
that a static record maintains the integrity of the original data.
However, the data retention process must be shown to include verified
copies of all raw data, metadata, relevant audit trail and result files,
software / system configuration settings specific to each analytical
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Example 1: a group of still images (photographs — the static
‘paper copy’ example) may not provide the full content and
meaning of the same event as a recorded moving image
(video — the dynamic ‘electronic record’ example).
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Example 2: once printed or converted to static .pdfs,
chromatography records lose the capability of being reprocessed
and do not enable more detailed viewing of baselines or any
hidden fields. By comparison, the same dynamic electronic
records in database format provides the ability to track, trend,
and query data, allowing the reviewer (with proper access
permissions) to reprocess, view hidden fields, and expand the
baseline to view the integration more clearly.

B 2: O3 & — BATEN B B i A 10 pdf SO, BUEIREE
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K B i A AR R L

run*, and all data processing runs (including methods and audit trails)
necessary for reconstruction of a given raw data set. It would also
require a documented means to verify that the printed records were an
accurate representation. This approach is likely to be onerous in its
administration to enable a GMP compliant record.

ALK RS TR IE SR AR B 1) e BEAN B SN, pH A O U B SR AR E
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BRI . R VE AT REAE SEIC SR AT & GMP SR 8 3 HU
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Many electronic records are important to retain in their dynamic
(electronic) format, to enable interaction with the data. Data must be
retained in a dynamic form where this is critical to its integrity or later
verification. This should be justified based on risk.

IRZ - THEE Y T REX R AT o WA A SR X (i) fRE
SRR B HHE I I 8 BB R IR A R OB, A ZABNAS
MR o XL BEAT T XU 1 4

* Computerized system configuration settings should be defined,
tested and ‘locked’ and protected from unauthorised access as part of
computer system validation. Only those variable settings which relate
to an analytical run would be considered as electronic raw data
RN RS A B S 8O BT E 3G WK, “BUE ” JFTLApr kR
RGN, R EH RGN — 7. RARLERT — R HrigfEm
ARSI B A BME R B PR HE

Computer system
transactions:

A computer system transaction is a single operation or
sequence of operations performed as a single logical ‘unit of
work’. The operation(s) that make up a transaction are not

Computer systems should be designed to ensure that the execution of
critical operations are recorded contemporaneously by the user and
are not combined into a single computer system transaction with other
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HEN RS A H saved as a permanent record on durable storage until the
user commits the transaction through a deliberate act (e.g.
pressing a save button), or until the system forces the saving
of data.

TR RGBS — R — R E iy — e —184E “ T
ERTT” W RINRAE, XEE/EHAN T — kA, EEIHP
Wi —MrgeE S S R ERE (B de N RS XX AN b2
AT, BE 2 RGURHIAEEEER, SN 8E TR
AR B K ATEFKARAE T K

The metadata (i.e., user name, date, and time) is not
captured in the system audit trail until the user commits
thetransaction.

BRI A TSRS, ol (R, R4, A
) A ARHEE RGHHEEET .

In Manufacturing Execution Systems (MES), an electronic
signature is often required by the system in order for the
record to be saved and become permanent.

FERIEIAT RS MES, REUEF ZR — 242 R EId %
AR, FFAR AR

operations. A critical processing step is a parameter that must be
within an appropriate limit, range, or distribution to ensure the desired
product quality. These should be reflected in the process control
strategy.

THRNL RGBT N O/ 0 B AR AT R B 10 % ﬁHWH%
BAEE IR DRI ENL RGP o T 2D IR %Aﬁﬁﬁ
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PR IRAE 1 R 42 ] S o

Examples of 'units of work':

“HITIRIE “HIT

» Weighing of individual materials

XTSRRI AR &

* Entry of process critical manufacturing / analytical parameters

LPNEVEI P IBUR PS5 £

« Verification of the identity of each component or material that will be
used in a batch

T — A rp A A B R AR RS B AR

« Verification of the addition of each individual raw material to a batch
(e.g. when the sequence of addition is considered critical to process
control — see figure 2)

R AR P RO RN PR VS I RR I AZ S (Bl 22 Db %t
L HIA KRR -2 WK 2)

+ Addition of multiple pre-weighed raw materials to bulk vessel when
required as a single manufacturing step (e.g. when the sequence of
addition is not considered critical to process control — see figure 3)

() KE PN 2 A TSR BT WA YR ARy — AN B IRy ()
e AEH A T2 A R - 2 )0IE 3
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Figure 2: Logical design permitting contemporaneous recording of addition of a single material in a manufacturing ‘unit of work’. This record is permanently
recorded(step2),with audit trail, before progressing to next ‘unit of work’.

B 2: SRV — MG “I1’E$*” H[E PSR B — DRI P IR I8 5 it . FEALBE T —A “ ARSI 207, X/Mdsga ik Al
CPIR 2) JHEA TR

FEVFIRAEE MR A% FB L SR I S 2

Allows for contemporaneous recording of the material addition by the operator
and verifier.

Material Additions

ERETE /LS
ABC123 [146hY

Step | Instructions Data

1. Scan barcode of material ABC123. ABC123

<Barcode>

2. Add material ABC123 to the blender. Operator Signature

Verifier Signature

[ J & A AN

Ykl ABC123
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Figure 3: Logical design permitting the addition of multiple materials in a manufacturing ‘unit of work’ before committing the
record to durable media. Steps 1,3 and5 are contemporaneous entries (bar code),but are not permanently recorded with audit

trail until step6.

K 3. RFEICERTAFEANT (durable media) Fi, 7E—Mhlik

NI GRIBES) , (HAEP IR 6 PATHT, JFBCA BIK ANETC 3% B 2 B B A i B B
A SRR B A% R LSRR A

Does not allow for contemporaneocous recording of the material addition by the

operator and wverifier.

Material additions
Step Instructions Data
a. Scan barcode of material ABC123. ABC123
=Barcode>
2. Add material ABC123 to the blender.
3. Scan barcode of material DEFA456. DEFAS5G&
=Barcode>
I Add material DEF456 to the blender.
S. Scan barcode of material GHI729. GHI7S89
=Barcode>
=8 Add material GHI7S82 to the blender.
—Verre sereoe |
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Audit Trail GMP audit trails are metadata thatarea | Where computerized systems are used to capture, process, report or store raw data

HIHBER record of GMP critical information (for electronically, system design should always provide for the retention of full audit trails
example the change or deletion of GMP to show all changes to the data while retaining previous and original data. It should be
relevant data), which permit the possible to associate all changes to data with the persons making those changes, and
reconstruction of GMP activities. changes should be time stamped and a reason given. Users should not have the ability

GMP HH 1B B o EdE, 03 7L, | to amend or switch off the audit trail.

FIIZ GMP 1531 GMP JEEE B MU ENMC RS T TR B 5 8UsF R G E N, KRR RE
FlEnstT GMP ABCEER S LA | A4t B A R 2B H IHE BRI DIRE R B it CLRTOR B8 10 30 A as £ ds i pr

B DL SR AT A SO ROZ R PLCEE RIS AZ s, BT s 58 e B (] 25

R . FH P RAZBA BURAZ S e P T B R T RE

The relevance of data retained in audit trails should be considered by the company to
permit robust data review/ verification. The items included in audit trail should be
those of relevance to permit reconstruction of the process or activity. It is not
necessary for audit trail review to include every system activity(e.g. user log on/off,
keystrokes etc.),and maybe achieved by review of designed and validated system
reports.

2N T %% B8 B R B AR B VB R R BOAE DG, DA REAT R AR ) R A%/
BN BLEZE R THBER T I 2 H NiZ02 v AR B0E 3 I IR LA G5 B . o
THEER ) ZRH L EZ AR R I RG0Es) (I A g mR &ﬂiﬁu
NG, FTRUEE R HAZ RS LRGSR & ORIk F H 1.

Medicines and Healthcare
Products Regulatory Agency
eooe




i
Data Integrity Definitions and Expectations Revision 1.1 14 :.‘.. 2
BoE e e L 53 March 2015 .-'u".

Requlating Medicines and Medical Devices

Audit trail

(Continuoue) Audit trail review should be part of the routine data review /approval process, usually
B (4 performed by the operational area which has generated the data (e.g.
laboratory).There should be evidence available to confirm that a review of the relevant
audit trail has taken place. When designing a system for review of audit trails, this
maybe limited to those with GMP relevance(e.g. relating to data creation, processing,
modification and deletion etc).Audit trails maybe reviewed as a list of relevant data, or
by a validated ‘exception reporting’process.QA should also review a sample of relevant
audit trails, raw data and metadata as part of self-inspection to ensure on-going
compliance with the data governance policy/procedures.

BT R ) A% S H S HOE A% A R AR — 3B 0, 1@ e AR 1)
BRI (fltnsesn %) BATH A NEA A SUIWUESS DL E OB T8 ER 1) B
Boegsi. Bt — M TR IHEESEZN RGN, RMREHEREES GMP
OISy (B, SRR AR SRRSO o L e
AR — D HHREIE R BEAT B 4%, B — DRI 50 0E 0 7 i S AR AT o
Bo N THRFFEEFT SHURE B 5, QA 12 BRI FE B B AZ AR O
BB, TR AT .

If no audit trailed system exists, a paper based audit trail to demonstrate changes to
data will be permitted until a fully audit trailed (integrated system or independent
audit software using a validated interface) system becomes available. These hybrid
systems are currently permitted, where they achieve equivalence to integrated audit
trail described in Annex 11 of the GMP Guide. If such equivalence cannot be
demonstrated, it is expected that facilities should upgrade to an audit trailed system
by the end of 2017.

AN R BT DRI THBEEDIRE R R G, FER FHRE 78 70 BT B THIEER ) RGERT
CHE R G B A FH B0 ik 3 A A T2 (R O o T3, VR FH AR R B IR
FER U HEAR M E . R AEIA ] GMP $5 1 i 5% 11 BT 2K 1) 82 B o THERER 1) 4%
FIOR, X G HTHERE RS H AT RV WRANREUEI AR, AL

2017 4F EHT MV N TH B — AN BT ER DI RE R R G

Medicines and Healthcare
Products Regulatory Agency
eooe




i
Data Integrity Definitions and Expectations Revision 1.1 15 :.‘.. 2
Home Bt X S5HE March 2015 .-'..'-.

Requlating Medicines and Medical Devices

There should be a procedure which describes the process for the review and approval
of data, including raw data. Data review must also include a review of relevant
metadata, including audit trail.

RAZEESIURE, IR CLFE [ A6 2R 75 9 I B oA AR IR AR o H0HE 1 A R 20

B35 AH I Tu R S L B BRI B A

Data Review

Hode o %

Data review must be documented.

HelE o A% b ALK o

A procedure should describe the actions to be taken if data review identifies an error
or omission. This procedure should enable data corrections or clarifications to be
made in a GMP compliant manner, providing visibility of the original record, and audit
trailed traceability of the correction, using ALCOA principles (see ‘data’ definition).
TZFIRE N 1538 2 SRS A o A R I 5% BB Vs I T R R A AT 3o AR LR f5t A
6 GMP ZER 1K 77 Ui AT 20 30 IR BB Ul B, B DR A 46 10 55 I T vl D1k
AEI A HTHE B R PE W, R ALCOA JEI (2 W 8l i) €
PO

Computerised Full use should be made of access levels to ensure that people have access only to
system user access functionality that is appropriate for their job role. Facilities must be able to

/ system demonstrate the access levels granted to individual staff members and ensure that
administrator roles historical information regarding user access level is available.

TR RS BLFE 5 B B U )AL PR 25 ) >R AR IE 52 T R e in) S A0 AT T A A CaAH & R 1
i R BRI R 48 B REX o ANV ZiEEUE B ZE MR P& 1 UF IRIALR 2, IR ERIUE AT ELSREH P
R e BB 7 5245

Shared logins or generic user access should not be used. Where the computerised
system design supports individual user access, this function must be used. This may
require the purchase of additional licences.
Tﬁﬁ%A%ﬁi%ﬁﬁzﬁiﬁﬂwﬁﬂi“% FNTT AR LRGH
THSCFFEAS P U7 AR, A D) RE 20 A FH o X FT A 75 S0 SEARA M VT
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It is acknowledged that some computerised systems support only a single user login
or limited numbers of user logins. Where alternative computerised systems have the
ability to provide the required number of unique logins, facilities should upgrade to
an appropriate system by the end of 2017. Where no suitable alternative
computerised system is available, a paper based method of providing traceability will
be permitted. The lack of suitability of alternative systems should be justified based
on a review of system design, and documented.

ARFT R JR, — it FAE R G R SR B P S ke REE I P & . B H
EERRTH RN RS RS AL T 7R BRI ME— &, AV NAE 2017 FFREHT T
RIENZEHH R G MREA L EEENERITENN RS, RvHiHARAE
R ARIC R TT V. MBI N R GE BT R B A% ORAIE Bk = S 1 B AR R G 2
RGBT, FEHATHNMIGR,

System administrator access should be restricted to the minimum number of people
possible taking account of the size and nature of the organisation. The generic system
administrator account should not be available for use. Personnel with system
administrator access should log in under unique log-ins that allow actions in the audit
trail(s) to be attributed to a specific individual.

RAE AL B BT, AT ReHs R G0 B BB A B B B fe b . ANBER
eI X 73 By 1 R G0 P DK THE%\Q}E%IEE' RN 518N 2R G R FH I —
RERK S, DMEHITHEERRREEZIR E AN .

System Administrator rights (permitting activities such as data deletion, database
amendment or system configuration changes) should not be assigned to individuals
with a direct interest in the data (data generation, data review or approval). Where
this is unavoidable in the organisational structure, a similar level of control may be
achieved by the use of dual user accounts with different privileges. All changes
performed under system administrator access must be visible to, and approved
within, the quality system.
AFH RGUE P ARR (R, Al B . 2 e s el R S lic B 12
B0 ol B AR Bl s izt BRI T . Sl 444
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1) JE DRI AS T G, AT SR FH AN [RIRCRR PR OO P e = ke SR B ] S5 7K P 4t o A
PR GUE B IR BEAT I BT S8 el 0 E o B R 2 v A S ANt g

Computerised The individual should log in using the account with the appropriate access rights for
system user access / the given task e.g. a laboratory manager performing data checking should not log in
system as system administrator where a more appropriate level of access exists for that task.
administrator roles FH P A 5 S it A 2% AR I R U5 IRl AL BR HEAT IR P8, ldn, vl — NS
(continued) V7 )AL BRAFAERS ,  SR0 58 22 BRAE HEAT B8 ST XIS AN N DL R G0 8 3 03 ) K 7
THENARGEHH o
FIRLIR R G 3 7
A (i B30
Data retention Raw data (or a true copy thereof) generated in paper format may be retained for
HAEIR Y example by scanning, provided that there is a process in place to ensure that the copy

is verified to ensure its completeness.
IR O 2 @I R R0t B B AT 00 g Ve i s, I8 4005 1) SR db s
(BCE W IEREEIAD AT LS B and 4 50 5 SR IRAT .

Data retention may be classified as archive or backup

Hcdle Ok B AT LR O A A 454

Data and document retention arrangements should ensure the protection of records
from deliberate or inadvertent alteration or loss.

s A S 1 DR B 7 2UR RER PRAC AN B T BOIE R (R el 2= 2Kk

Secure controls must be in place to ensure the data integrity of the record throughout
the retention period, and validated where appropriate.

WA ST A2 PSR T, B ORAE DR BE A1) N 10 SR B0 BN 2 B, & I A TR
ko

Where data and document retention is contracted to a third party, particular
attention should be paid to understanding the ownership and retrieval of data held
Medicines and Healthcare under this arrangement. The physical location in which the data is held, including
Products Regulatory Agency
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impact of any laws applicable to that geographic location should also be considered.
The responsibilities of the contract giver and acceptor must be defined in a contract
as described in Chapter 7 of the GMP Guide

R A = 7 AN R S5 14 7 SR B B A SRR, RRE AR R T AR IR AT
HHE (0 A BCRL ] 73 B 2% REAF TEOX S B 0 () s b B, AR AR i A 106
AN HOERAL B AR . AT T FISZHE T MR ST L AR YE GMP VI ER 7 ZErh )
FORAE S A A E o

Archive

Long term, permanent retention of

Archive records should be locked such that they cannot be altered or deleted without

settings (variable settings which relate
to an analytical run) maintained for the
purpose of disaster recovery.

N T RAEVERIA S5 R 1 H T
BHl—mIAR (WT4EE) ik,
THTEM ARG RE (5 —Roairigir
MR AT RS HIE) JHgEd

VAR completed data and relevant metadata detection and audit trail.
in its final form for the purposes of VARSI B E ,  PASR I SR I B e ok A 52 o RN A TH B R 1D %
reconstruction of the process or activity.
N T REEI I FEEGESIFIE K, XF5E The archive arrangements must be designed to permit recovery and readability of the
B EARE A A O TC R DL &8 gt data and metadata throughout the required retention period.
TR, K AR B VAR 77 AR BT 20T A0 VI E B A SR ) OR B TR P BE A R AT 2500 A0 oo il i P &2

I
Backup A copy of current (editable) data,
240 metadata and system configuration Backup and recovery processes must be validated.

AR MR A L A2 L B0 e

File structure

File structure has a significant impact on the inherent data integrity risks. The ability

AR SEER to manipulate or delete flat files requires a higher level of logical and procedural
control over data generation, review and storage.
SCAHR G R0 G PR AE R B e B IS A SR 3 s o pR T B2 SO T R A B AR
TR, 7 B e — A T 2 R R AR 4 i) T B, IR AR i, A A i
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may not carry with it all relevant
metadata (e.g. pdf, dat, doc ).

B S A AT A S e B
[ —A~ B % (191 G pdf, dat, dot)

o
Data Integrity Definitions and Expectations Revision 1.1 19 :.'.' >
R e Bie L 5HE March 2015 .- o -.
Flat files: A 'flat file' is an individual record which Flat files may carry basic metadata relating to file creation and date of last

amendment, but cannot audit trail the type and sequence of amendments. When
creating flat file reports from electronic data, the metadata and audit trails relating to
the generation of the raw data is also lost, unless these are retained as a ‘true copy’.
BRSO AT Re A 5 SO B R i E — B e I AR SR IR R Rl s s, (EA
REHH VB B2 DD B U SR BN FE . =4 b H Bl O 2 SO R i, AR B
SR EE A SR e B A THE B R, BRAFR LS B O RAF Ny “ IEWR )
BIA” .

Consideration also needs to be given to the ‘dynamic’ nature of the data, where
appropriate (see ‘true copy’ definition)

& I “IESREA” S0 , WREBELRR “3hE7 TR

There is an inherently greater data integrity risk with flat files (e.g. when compared to
data contained within a relational database), in that these are easier to manipulate
and delete as a single file.

B ST AR K AL BN S B XU (gl A BE 55 00 5 1E 5% AR B A H e
TR, R T ERESHRE Sy — AN A SO AT SO R

Relational database:

A relational database stores different

This file structure is inherently more secure, as the data is held in a large file format

Je R RIBIE components of associated data and which preserves the relationship between data and metadata. This is more resilient to
metadata in different places. Each attempts to selectively delete, amend or recreate data and the metadata trail of
individual record is created and actions, compared to a flat file system.
retrieved by compiling the data and A SR B R Rz 4, RS DL— MR R Sk U0/ AE, TRAOREE
metadata for review. B 5o 8RR R M T REXM RS, HREE R LA 347 1% £ R
KRB AR TS | B, 0 63 00 A0 T SO R 3 1
P TTHAR R AR ZER . A8
I 53 PR B) E R i 5T e o WA B A e Retrieval of information from a relational database requires a database search tool, or
s ek, CAMLE#. the original application which created the record.
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Validation - for Computerised systems should comply with the requirements of EU GMP Annex 11
intended and be validated for their intended purpose. This requires an understanding of the
purpose (See also computerised system's function within a process. For this reason, the acceptance of
Annex 15 vendor-supplied validation data in isolation of system configuration and intended use
and GAMP 5) is not acceptable. In isolation from the intended process or end user IT infrastructure,
BUE-N T TE B vendor testing is likely to be limited to functional verification only, and may not fulfil
(ZFH % 15 the requirements for performance qualification.
GAMPS5) HENAL RGNS EUGMP Bt % 11 (SR, FE 75 W AF A& T 1 i

WU e 0 BT ENUE R G — NIRRT DD RE . ?\JJX/I\JEI, méﬂ%\fﬁﬁ
SRAE AL R S B AU A & 1 S AR R AR . BT T IR B
RZ T A, PN R R IR EI, T REASRET A2 TERE
ZINIDE-S

For example - validation of computerised system audit trail

B4n- BAETH SN RGBT BE

A custom report generated from a relational database may be used as a GMP system
audit trail. SOPs should be drafted during OQ to describe the process for audit trail
verification, including definition of the data to be reviewed. 'Validation for intended
use' would include testing during PQ to confirm that the required data is correctly
extracted by the custom report, and presented in a manner which is aligned with the
data review process described in the SOP.

IR ZR A 7 A R E AR T DL I GMP RGEI R THE BE . AEIBATHIA Y
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Revision Publication Month Reason for changes
A A R BBURERE
Revision 1 January 2015 None. First issue.
JRA 1 201541H K
Revision 1.1 March 2015 Added clarifications in response to stakeholder
heA1.1 2015%3H guestions.
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